Abstract. We prove that in most cases relevant to cryptography, the Frobenius endomorphism on the Jacobian of a genus two curve is represented by a diagonal matrix with respect to an appropriate basis of the subgroup of -torsion points. From this fact we get an explicit description of the Weilpairing on the subgroup of -torsion points. Finally, the explicit description of the Weil-pairing provides us with an ecient, probabilistic algorithm to nd generators of the subgroup of -torsion points on the Jacobian of a genus two curve.
Introduction
In [9] , Koblitz described how to use elliptic curves to construct a public key cryptosystem. To get a more general class of curves, and possibly larger group orders, Koblitz [10] then proposed using Jacobians of hyperelliptic curves. After Boneh and Franklin [1] proposed an identity based cryptosystem by using the Weil-pairing on an elliptic curve, pairings have been of great interest to cryptography [5] . The next natural step was to consider pairings on Jacobians of hyperelliptic curves. Galbraith et al [6] survey the recent research on pairings on Jacobians of hyperelliptic curves.
Miller [12] uses the Weil-pairing to determine generators of E(F q ), where E is an elliptic curve dened over a nite eld F q . Let J C be the Jacobian of a genus two curve dened over F q . In [14] , the author describes an algorithm based on the Tate-pairing to determine generators of the subgroup J C (F q )[m] of points of order m on the Jacobian, where m is a number dividing q − 1. The key ingredient of the algorithm is a diagonalization of a set of randomly chosen points {P 1 , . . . , P 4 , Q 1 , . . . , Q 4 } on the Jacobian with respect to the (reduced) Tatepairing ε; i.e. a modication of the set such that ε(P i , Q j ) = 1 if and only if i = j. This procedure is based on solving the discrete logarithm problem in J C (F q ) [m] . Contrary to the special case when m divides q − 1, this is infeasible in general.
Hence, in general the algorithm in [14] does not apply.
In the present paper, we generalize the algorithm in [14] to subgroups of points of prime order , where does not divide q − 1. In order to do so, we must somehow alter the diagonalization step. We show and exploit the fact that the q-power Frobenius endomorphism on J C has a diagonal representation on J C [ ]. Hereby, computations of discrete logarithms are avoided, yielding the desired altering of the diagonalization step.
Setup. Consider a genus two curve C dened over a nite eld F q . Let be an odd prime number dividing the number of F q -rational points on the Jacobian J C , and with dividing neither q nor q − 1. Assume that the F q -rational subgroup J C (F q )[ ] of points on the Jacobian of order is cyclic. Let k be the multiplicative order of q modulo . Write the characteristic polynomial of the q k -power Frobenius endomorphism on J C as
Remark. Notice that in most cases relevant to cryptography, the considered genus two curve C fullls these assumptions. Cf. Remark 7 and 14.
The algorithm. First of all, we notice that in the above setup, the q-power 
× with respect to B; cf. Theorem 12. By using this description of the pairing, the desired algorithm is given as follows.
Algorithm 17. On input the considered curve C, the numbers , q, k and τ k and a number n ∈ N, the following algorithm outputs a generating set of J C [ ] or failure.
(1) If does not divide 4τ k , then do the following. Assumption. In this paper, a curve is an irreducible nonsingular projective variety of dimension one.
Genus two curves
A hyperelliptic curve is a projective curve C ⊆ P n of genus at least two with a separable, degree two morphism φ : C → P 
The set of principal divisors P(C) on C constitutes a subgroup of the degree zero divisors Div 0 (C). The Jacobian J C of C is dened as the quotient
The Jacobian is an abelian group. We write the group law additively, and denote the zero element of the Jacobian by O.
n is a Z/ n Z-module of rank four, i.e.
The multiplicative order k of q modulo plays an important role in cryptography, since the (reduced) Tate-pairing is non-degenerate over F q k ; cf. [8] .
Denition 1 (Embedding degree). Consider a prime number = p dividing the number of F q -rational points on the Jacobian J C . The embedding degree of J C (F q ) with respect to is the least number k, such that q k ≡ 1 (mod ).
The Frobenius endomorphism
Since C is dened over F q , the mapping (x, y) → (x q , y q ) is a morphism on C.
This morphism induces the q-power Frobenius endomorphism ϕ on the Jacobian J C . Let P (X) be the characteristic polynomial of ϕ; cf. [11, pp. 109110] . P (X) is called the Weil polynomial of J C , and
by the denition of P (X) (see [11, pp. 109110] ); i.e. the number of F q -rational points on the Jacobian is P (1).
Denition 2 (Weil number). Let notation be as above. Let P k (X) be the characteristic polynomial of the q m -power Frobenius endomorphism ϕ m on J C . A complex
Non-cyclic subgroups
Consider a genus two curve C dened over a nite eld F q . Let P m (X) be the characteristic polynomial of the q m -power Frobenius endomorphism ϕ m on the
and 2σ, 4τ ∈ Z. In [15] , the author proves the following Theorem 4 and 5.
Theorem 4. Consider a genus two curve C dened over a nite eld F q . Write the characteristic polynomial of the q m -power Frobenius endomorphism on the Jaco-
, where 2σ, 4τ ∈ Z. Let be an odd prime number dividing the number of F q -rational points on J C , and Then the following holds.
(
and only if | q mk − 1.
Inspired by Theorem 4 and 5 we introduce the following notation.
Denition 6. Consider a curve C with Jacobian J C . We call C a C( , q, k, τ k )-
curve, and write C ∈ C( , q, k, τ k ), if the following holds.
(1) C is of genus two and dened over the nite eld F q .
is an odd prime number dividing the number of F q -rational points on J C , divides neither q nor q − 1, and J C (F q ) is of embedding degree k with respect to .
(3) The characteristic polynomial of the q
Remark 7. Since is ramied in Q(ω k ) if and only if divides the discriminant of Q(ω k ), is unramied in Q(ω k ) with probability approximately 1 − 1 / . Hence, in most cases relevant to cryptography a genus two curve C is a C( , q, k, τ k )-curve.
Matrix representation of the Frobenius endomorphism
An endomorphism ψ : f (X) ≡f (X) (mod ).
We wish to show that in most cases, the q-power Frobenius endomorphism ϕ is diagonalizable on J C [ ]. To do this, we need to describe the matrix representation in the case when ϕ is not diagonalizable on J C [ ].
Lemma 8. Consider a curve C ∈ C( , q, k, τ k ). Let ϕ be the q-power 
Since divides the number of F q -rational points on J C , 1 is a root ofP . Assume that 1 is an root ofP with multiplicity ν. Since the roots ofP occur in pairs (α, q/α), it follows that Notice that
ϕ is represented by a diagonal matrix with respect to B.
The next step is to determine when the Weil polynomial splits modulo .
Lemma 9. Consider a curve C ∈ C( , q, k, τ k ). Let ϕ be the q-power with respect to an appropriate basis of J C [ ]. Let P n (X) be the characteristic polynomial of the q n -power Frobenius endomorphism on J C . Then P n (X) splits modulo if and only if c 2 − 4q is a quadratic residue modulo . In particular, if P n (X) splits modulo for some n ∈ N, then P n (X) splits modulo for any n ∈ N.
, and write
, it follows that m 12 = −qm 21 and m 22 = m 11 + cm 21 . But then P n (X) ≡ (X − 1)(X − q n )F n (X) (mod ), where Theorem 10. The Weil polynomial of the Jacobian J C of a curve C ∈ C( , q, k, τ k ) splits modulo .
Proof. For some n ∈ N, J C [ ] ⊆ J C (F q n ). But then ϕ n acts as the identity on J C [ ],
i.e. P n (X) ≡ (X − 1) 4 (mod ). In particular, P n (X) splits modulo . But then P (X) splits modulo by Lemma 9.
We are now ready to prove the desired result.
Theorem 11. The q-power Frobenius endomorphism on the Jacobian J C of a
Proof. Cf. Theorem 10, we may write the Weil polynomial of J C as P (X) ≡ (X − 1)(X − q)(X − α)(X − q/α) (mod ).
If α ≡ 1, q, q/α (mod ), then the theorem follows. If α ≡ 1, q (mod ), then
in this case, the theorem follows by the last part of the proof of Lemma 8.
Assume that α ≡ q/α (mod ), i.e. that α 2 ≡ q (mod ). Then the q-power 
But then M 2k = I, i.e. β ≡ 0 (mod ). Hence, the q-power Frobenius endomorphism on J C is diagonalizable on J C [ ] also in this case. The theorem is proved.
6. Anti-symmetric pairings on the Jacobian On J C [ ], a non-degenerate, bilinear, anti-symmetric and Galois-invariant pairing
exists, e.g. the Weil-pairing. Here, µ is the group of th roots of unity. Since ε is bilinear, it is given by ε(x, y) = ζ x T Ey , for some matrix E ∈ Mat 4 (Z/ Z) with respect to a basis B = {x 1 ,
This is equivalent to
where M is the matrix representation of ϕ on J C [ ] with respect to B. Assume that ϕ is represented by a diagonal matrix diag(1, q, α, q/α) with respect to B. Then it follows from M T EM = qE, that 
Generators of J C [ ]
Consider a curve C ∈ C( , q, k, τ k ) with Jacobian J C . Assume the F q -rational subgroup J C (F q )[ ] of points on the Jacobian of order is cyclic. Let ϕ be the q-power Frobenius endomorphism on J C . Let ε be a non-degenerate, bilinear, antisymmetric and Galois-invariant pairing
We consider the cases 4τ k and | 4τ k separately.
as above. Notice that
cf. Theorem 12.
Assume ε(x 3 , ϕ(x 3 )) = 1. Then x 3 is an eigenvector of ϕ. Expand {x 1 , x 2 , x 3 } to a basis B = {x 1 , x 2 , x 3 , x 4 } of J C [ ], such that ϕ is represented by a diagonal matrix on J C [ ] with respect to B. We may assume that ε is given by E 1,1 with respect to B; cf. Remark 13. Now, choose a random point Algorithm 15. The following algorithm takes as input a C( , q, k, τ k )-curve C, the numbers , q, k and τ k and a number n ∈ N. 
Since z − ϕ(z) ∈ y 2 , y 3 , y 4 , we may assume that z ∈ y 2 , y 3 , y 4 . Write z = α 2 y 2 + α 3 y 3 + α 4 y 4 . Then qz − ϕ(z) = α 2 qy 2 + α 3 qy 3 + α 4 qy 4 − (α 2 qy 2 + α 3 αy 3 + α 4 (q/α)y 4 ) = α 3 (q − α)y 3 + α 4 (q − q/α)y 4 ; so qz − ϕ(z) ∈ y 3 , y 4 . If qz − ϕ(z) = 0, then it follows that q ≡ 1 (mod ). This contradicts the choice of the curve C ∈ C( , q, k, τ k ). Hence, we have a procedure to choose a point O = w ∈ W .
Choose two random points w 1 , w 2 ∈ W . Write w i = α i3 y 3 + α i4 y 4 for i = 1, 2. We may assume that ε is given by E 1,1 with respect to B; cf. Remark 13. But then ε(w 1 , w 2 ) = ζ α13α24−α14α23 . 
Algorithm 16. The following algorithm takes as input a C( , q, k, τ k )-curve C, the numbers , q, k and τ k and a number n ∈ N.
( Algorithm 17. The following algorithm takes as input a C( , q, k, τ k )-curve C, the numbers , q, k and τ k and a number n ∈ N. Proof. We may assume that the time necessary to perform an addition of two points on the Jacobian, to multiply a point with a number or to evaluate the qpower Frobenius endomorphism on the Jacobian is small compared to the time necessary to compute the (Weil-) pairing of two points on the Jacobian. By [4] , the pairing can be evaluated in time O(log ). Hence, the expected running time of Algorithm 17 is of size O(log ).
Implementation issues
A priori, to implement Algorithm 17, we need to nd a q k -Weil number ω k of the Jacobian J C , in order to check if ramies in Q(ω k ) in the case when divides 4τ k .
On Jacobians generated by the complex multiplication method [17, 7, 3] , we know the Weil numbers in advance. Hence, Algorithm 17 is particularly well suited for such Jacobians.
Fortunately, in most cases does not divide 4τ k , and then we do not have to nd a q k -Weil number. And in fact, we do not even have to compute 4τ k . To see this, notice that by Theorem 10, the Weil polynomial of J C is of the form P (X) ≡ (X − 1)(X − q)(X − α)(X − q/α) (mod ).
Let ϕ be the q-power Frobenius endomorphism on J C , and let P k (X) be the characteristic polynomial of ϕ k . Since ϕ is diagonalizable on J C [ ], it follows that P k (X) ≡ (X − 1) 2 (X − α k )(X − 1/α k ) (mod ). 
divides 4τ k if and only if α k ≡ 1 (mod ).
Assume α k ≡ 1 (mod ). Then P k (X) ≡ (X − 1) 4 (mod ). Hence, for some n ∈ Z with 0 < n < k. Assume k divides mn for some m < k. Then ω 2m = q m ∈ Z. Since the q-power Frobenius endomorphism is the identity on the F q -rational points on the Jacobian, it follows that ω 2m ≡ 1 (mod ). Hence, q m ≡ 1 (mod ), i.e. k divides m. This is a contradiction. So n and k has no common divisors. Let ξ = ω 2 /q = e 
if α k ≡ 1 (mod ), then ω k ∈ Z if and only if k ≤ 12.
The criteria (2), (3) and (4) provides the following ecient Algorithm 19 to check whether a given curve is of type C( , q, k, τ k ), and whether divides 4τ k .
Algorithm 19. Let J C be the Jacobian of a genus two curve C. Assume the odd prime number divides the number of F q -rational points on J C , and that divides neither q nor q − 1. Let k be the multiplicative order of q modulo .
(1) Compute the Weil polynomial P (X) of J C . Let P (X) ≡ 4 i=1 (X − α i ) (mod ). (2) If α k i ≡ 1 (mod ) for an i ∈ {1, 2, 3, 4}, then output C ∈ C( , q, k, τ k ) and does not divide 4τ k and stop. (3) If k > 12 then output C / ∈ C( , q, k, τ k ) and stop. (4) Output C ∈ C( , q, k, τ k ) and divides 4τ k and stop.
